Example of why SPF is not the answer

Return-Path: <james g 300@hotmail.com>
Delivery-Date: Fri, 07 Sep 2007 10:40:41 -0400
Received-SPF: pass (mxusS: domain of hotmail.com designates 65.54.246.175 as permitted
sender) client-ip=65.54.246.175; envelope-from=james g 300@hotmail.com;
helo=bay0-omc2-s39.bay0.hotmail.com;
Received: from [65.54.246.175] (helo=bay(0-omc2-s39.bay0.hotmail.com)
by mx.perfora.net (node=mxus5) with ESMTP (Nemesis),
id 0MKono-11Tf0i3TdS-0002hq for xxxxx@xxxxxxx.com; Fri, 07 Sep 2007 10:40:40
-0400
Received: from BAY 103-WS5 ([65.54.174.105]) by bay0-omc2-s39.bay0.hotmail.com with
Microsoft SMTPSV(C(6.0.3790.3959);
Fri, 7 Sep 2007 07:40:40 -0700
Message-1D: <BAY 103-W51F34CD314F9E8FB691 18EBC50@phx. gbl>
Return-Path: james g 300@hotmail.com
Content-Type: multipart/alternative;
boundary="_62e¢0a91{-0b63-4c2a-9616-9d681740f%ed "
X-Originating-1P: [41.243.84.182]
Reply-To: <james g 2007 @hotmail.com>
From: james angus <james g 300@hotmail.com>
Subject: URGENT
Date: Fri, 7 Sep 2007 16:40:40 +0200
Importance: Normal
MIME-Version: 1.0
Bcec:
X-OriginalArrivalTime: 07 Sep 2007 14:40:40.0549 (UTC) FILETIME=[0FF7A950:01C7F15D]
Envelope-To: XXXXX@XXXXXXX.com

-- 62e0a91f-0b63-4¢c2a-9616-9d6817400ed
Content-Type: text/plain; charset="is0-8859-1"
Content-Transfer-Encoding: quoted-printable

Dear Friend,My Name is James Angus, managing director of Diamond Security &=
StorageCompany here in South Africa In my department, I discovered anaband=
onedconsignment worth over the sum of US$12million dollars (Twelve MillionU=
SDollars) in file that belongs to our foreign customer, LATE MR. ANDREASSCH=
RANNER from Munich, Germany who died along with his entire family inJuly 20=
00 in a plane crash.Below is a website which I will appreciate you going th=

rough to readtheinformation.http://news.bbc.co.uk/1/hi/world/europe/859479 .=
stmSince then, I have made several enquiries to locate any of his extendedr=

elatives but all effort has proved abortive.The reason why I am contacting =



you is based on trust to enable mepresentyou as the next-of-kin to him so t=
his consignment will be released toyoufor safety and subsequent disbursemen=
t.Nobody has come to our company for claiming of the consignment.It will be=
easy to convince the company since I am in possession of thenecessary lega=
lised documents that back-up the consignment and whichwillpresent you as th=
e rightful next-of-kin to the deceased customer. Idon'twant this consignmen=

t to go into company's treasury as unclaimed bill. The company laws and guid=
elines stipulates that if such consignmentremains unclaimed after eight yea=

rs, the company will confiscate it.The request for a foreigner as next-of-k=

in in this transaction isoccasioned by the fact that late ANDREAS was a for=
eigner and anyindigenecannot stand as next-of-kin to a foreigner.All I requ=
ire is your honest co-operation to enable us see thistransaction through. I=
guarantee that this will be executed under alegitimate arrangement that wi=

Il protect you from any breach of thelaw. lagree that 25% of this money wil=

1 be for you as a respect to theprovisionof your assistance , 5% will be se=

t aside for expenses incurred duringthetransaction, another 5% to help the =
less privilege and to assist thecharity organisations here in Africa and ab=

road while the rest 65% willbefor me. Thereafter, I will visit your country =

for disbursement according to thepercentage indicated. Therefore, to enable=
the immediate release ofthisconsignment, you must apply to the company as =
the relation or next ofkinof the deceased indicating your complete informat=
ion, complete name,postal address, occupation, your private telephone and =
ax number foreasyand effective communication and location where the consign=
ment will bereleased to.Upon receipt of your reply, I will send to you by f=

ax or email the textofthe application you will send to the company to seek =
the release of theconsignment to you.I will not fail to bring to your notic=

e that this transaction ishitch-free and that you should not entertain any =

fear as all requiredarrangements have been made. You should contact me as s=
oon as youreceivethismail. My email address is jamesangus@executivemail.co.=
zaOr you can send your number for me to call you. Trusting to hear fromyoui=
mmediately for more detailed discussion.Regards,James AngusManaging Directo=
r,Diamond Security & Storage Company

Download the latest version of Windows Live Messenger NOW!
http://get.live.com/en-za/messenger/overview=



